BILINEN TEHDIT ORNEKLERI / Examples of typical threats
(1SO 27005:2011 EK-C)

Tehdit Tiirii / Type

Tehdit / Threats

Kaynagi / Origin
(Accidental, Deliberate, Environmental)

Fiziksel Hasar / Physical Damage

Yangin / Fire

Kazara, Kasitli, Cevresel

Su Baskini / Water Damage

Kazara, Kasitli, Cevresel

Cevre kirliligi / Pollution

Kazara, Kasitli, Cevresel

Buyik kaza / Major Accident

Kazara, Kasitli, Cevresel

Ekipman veya Medyanin imhasi / Destruction of equipment or media

Kazara, Kasitli, Cevresel

Toz, Korozyon, Donma / Dust, corrosion, freezing

Kazara, Kasitli, Cevresel

Dogal Olaylar / Natural Events

iklimsel Olaylar / Climatic phenomenon Cevresel
Sismik Olaylar / Seismic phenomenon Cevresel
Volkanik Olaylar / Volcanic phenomenon Cevresel
Metorolojik Olaylar / Meteorological phenomenon Cevresel
Sel / Flood Cevresel

Temel hizmetlerde kayip / Loss
of essential services

Havalandirma ve Su tesisati problemleri / Failure of air-conditioning or water supply system

Kazara, Kasitli,

Elektrik Kesintisi / Loss of Power supply

Kazara, Kasitli, Cevresel

iletisim ekipmanlari arizasi / Failure of telecommunication equipment

Kazara, Kasitli,

Radyasyon Nedeniyle Rahatsizhik
/ Disturbance due to radiation

Elektromanyetik Radyasyon / Elektromagnetic Radiation

Kazara, Kasitli, Cevresel

Termal Radyasyon / Thermal Radiation

Kazara, Kasitli, Cevresel

Elektromanyetik Darbeler / Electromagnetic Pulses

Kazara, Kasitli, Cevresel

Bilginin zaafiyeti / Compromise
of Information

interception of compromising interface signals Kasith
Uzaktan Casusluk / Remote spying Kasith
Gizli Dinleme / Eavesdropping Kasith
Medya veya Dokiimanlarin Calinmasi / Theft of media or documents Kasith
Ekipman calinmasi / Theft of equipment Kasitli
Atilmis ve Geri dontsuimdeki medyadan bilgi alma / Retrieval of recycled or discarded media Kasith

Agiga Gikma / Disclosure

Kazara, Kasith

Glvenilmeyen Kaynaklardan gelen veri / Data from untrustworthy sources

Kazara, Kasith

Donanimla izinsiz degisiklik / Tampering with hardware Kasith
Yazilimla izinsiz degisiklik / Tampering with software Kazara, Kasitli
Konum Tespiti / Position detection Kasith
Ekipman Hatasi / Equipment failure Kazara
Ekipman Arizasi / Equipment malfunction Kazara
Teknik Hatalar / Technical p - / Equip - f
failures Saturation of the Information System Kazara, Kasitli
Yazilim Arizasi / Software malfunction Kazara
Bilgi Sistemi Strdurebilirliginin ihlali / Breach of information system maintainability Kazara, Kasitli
izinsiz Ekipman Kullanimi / Unauthorised use of equipment Kasith
. Datanin bozulmasi / Corruption of data Kasitli
izinsiz Eylemler / Unauthorised / P - -
Actions Sahte veya Kopyalanmis yazilim kullanimi / Use of couterfeit or copied software Kazara, Kasitli
Bilginin Bozulmasi / Corruption of data Kasith
Bilginin Yasadisi islenmesi / lllegal Processing of data Kasith
Kullanim hatasi / Error in Use Kazara
Yetki Suistimali / Abuse of rights Kazara, Kasith
Fonksiyonlarin Zaafiyetleri - / - f rig -
. . Yetkide zorlama / Forging of rights Kasith
/Compromise of Functions n - - -
Islemleri Engelleme / Denial of actions Kasith

Breach of Personnel Availability

Kazara, Kasitli, Cevresel




